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Abstract: Since the high exposure and high latency of satellite network, the issuance of telecommand and
the transmission of telemetry data by different satellite constellations during networking are vulnerable to
information leakage caused by malicious satellite intrusion. Satellite network security authentication has become
a technical issue that must be addressed in the process of space-based telemetry, tracking and command. This
study proposes a blockchain-based inter-satellite networking authentication scheme for the security networking
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needs in a double-layer satellite network scenario of geosynchronous earth orbit(GEO) and low earth orbit(LEO),
which includes satellite identity authentication and inter-satellite message authentication based on blockchain
technology. The research design will register the temporary identity of the satellite on the blockchain, and
complete the identity authentication of the satellite by comparing the information on the blockchain. To further
improve the security of message transmission, an elliptic curve digital signature algorithm is used to verify the
signature of inter-satellite messages. Through simulation analysis, it is verified that the proposed scheme can
satisfy the various security requirements of the satellite in the networking authentication stage with less time.
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